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ABSTRACT 

The start of this decade marks an important turning point in the passage from Society 4.0 to Industrial Era 4.0. All 
tiers of society are now able to adapt to technological advancements as a result of the changes in this era. It can 
lessen the distance between humans and future economic issues in Society 5.0, where humans are the primary 
component and are capable of producing new value through technological advancements. Although conflicts and 
wars have now entered a new era, the development of technology has an impact on these developments. There 
are many different, improbable, and unknowable threats that could materialize. These cyber threats have the 
ability to cause a nation to suffer significant losses. Cyberattacks against crucial state infrastructure, such as 
power plants, or on important national targets could have a significant influence in the future. High-tech renewable 
energy power plants that are connected to a vast distribution network can result in power outages or even global 
blackouts brought on by negligent parties or non-state actors if network security is not strengthened. Therefore, 
all nations must be able to plan for growth, create new units, and fortify their individual national defenses. 
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1. INTRODUCTION 

 The globe had to produce renewable energy 
due to technological advancements during the last ten 
years. The International Energy Association (IEA) 
reports that Europe has seen a rise in renewable 
energy that has never been seen before. The 
requirement that each nation achieve net-zero 

emissions, whether slowly or fast, supports this. The 
creation of Renewable Energy must be standardized, 
and all ISO, SOP, and safety regulations must be 
followed in accordance with the producing industry as 
well as global agreements and EBT policies. According 
to the IEA (2020), the development of NRE in Europe 
is shown in Figure 1. 

 
Figure 1. Global Renewable Energy Development 

 
The renewable energy industry is important as 

countries seek to move away from fossil fuels, but the 
sector's continued growth must be managed with 

cyber security in mind as it has indicated the dangers 
of vulnerabilities in everything from power plants to 
smart meters that could be lost or lost. manipulation, 
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this will disrupt the grid/microgrid of Renewable 
Energy. Energy providers, customers and 
policymakers, and governments must be open to the 
risks of cyber threats. Cyber threats are asymmetric or 
indirect and have the potential to threaten data and 
information security and harm state finances. Cyber 
threats to be overcome are classified as military 
operations other than war. 

Military Operations Other than War aims to 
assist ministries/institutions and the police in 
overcoming threats that can harm and have an impact 
on state security and sovereignty. Therefore, an ideal 
Defense posture is needed to be able to ward off and 
mitigate cyber threats to the country's infrastructure, 
especially national vital objects such as new 
renewable energy and operating smart grid systems. 
 

2.  MATERIALS AND METHODS 

2.1  Cyber Threat Analysis 

The use of technology, procedures, and 
controls to defend systems, networks, programs, 
devices, and data against cyberattacks is known as 
cybersecurity. Cybersecurity strives to lower the risk of 
cyberattacks and safeguard sensitive information from 
virus-infected devices and programs that hack 
systems, networks, and other technology. The 5 types 
of cyber security are described as follows: 

a. Critical Infrastructure Cybersecurity 
Critical infrastructure is often more vulnerable to 

attack than others because SCADA (Supervisory 
Control and Data Acquisition) systems often rely on 
older software. Key service operators in the UK's 
energy, transport, health, water, and digital 
infrastructure sectors, as well as digital service 
providers, are bound by the NIS Regulations 
(Networks and Information Systems Regulations 
2018). Among other provisions, national policies are 
required to implement technical security measures 
against vital national objects, agencies, ministries, and 
institutions to manage their data security. 
b. Network Security 

Network security involves addressing 
vulnerabilities that affect your operating system and 
network architecture, including servers and hosts, 
firewalls and wireless access points, and network 
protocols. 
c. Cloud Security 

Cloud security is concerned with securing data, 
applications and infrastructure in the Cloud. 
d. Internet of Things Security  

IoT security involves securing smart devices 
and networks connected to the IoT. IoT devices 
include things that connect to the Internet without 
human intervention, such as smart fire alarms, lights, 
thermostats, and other appliances. 
e. Application Security 

Application security involves addressing 
vulnerabilities that result from an insecure 
development process in the design, coding, and 
publishing of software or websites. 

A new report by the defense and security think 
tank Royal United Services Institute (RUSI) has 
outlined some of the top cyber threat risks during the 
transition to renewable energy from fossil fuels. 
"Renewable energy offers a great opportunity for the 
UK to become more self-sufficient in energy 
production while mitigating the impacts of climate 
change. This transition must be made with 
cybersecurity in mind, recognizing the future cyber 
threats to society due to the massive digitization of the 
sector. ," said Sneha Dawda, a cybersecurity 
researcher at RUSI. This is also because renewable 
energy technology tends to be new, so it is still 
necessary to adapt and improve the renewable energy 
industry so that it is not vulnerable to cyber-attacks. 
The vulnerability of renewable energy technologies as 
a result of the threat of cyber-attacks is described as 
follows: 
a. Cybersecurity is not a priority to be 
strengthened during the design phase for most of the 
renewable energy industries operating today. 
b. The trend of the renewable energy industry is to 
use SCADA systems and low-cost/low-cost CCTV 
systems that are ready to use. 
c. The main components are selected without 
considering Cybersecurity. 
d. There are no policies or regulations to follow 
regarding cybersecurity in the renewable energy 
sector. 
e. Buyers and Technical Advisors for the 
renewable energy industry tend not to check 
Cybersecurity from the transaction, installation, and 
settlement to acceptance. 
f. One of the main concerns facing the renewable 
energy sector is the cybersecurity risk in the supply 
chain. 

Renewable energy providers should take a 
more careful approach to the supply chain, Renewable 
energy operators should ask a lot of questions to 
suppliers/renewable energy industry parties, If 
necessary, periodic maintenance improvements 
should be made. Most energy companies around the 
world are increasingly encouraging customers to 
install smart meters and other sensors. However, 
smart meters and other IoT devices can be vulnerable 
to cyberattacks. This is because IoT has the potential 
to provide routes to networks and the ability to build 
botnets for cyber-criminals. 

Executives of energy supply companies must be 
able to take tactical steps related to IoT because it is 
quite difficult for users to patch the weaknesses and 
shortcomings of IoT devices. There is a need for 
regulations and policies such as legislation related to 
design security to help improve cybersecurity and 
further research on risk mitigation strategies and 
policy-focused recommendations are needed. 
 

2.2  Defense System Posture in Overcoming 
Cyber Threats 

 The National Defense System positions the 
National Army x as the main component to ward off 
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military threats (physical threats) assisted with reserve 
components and supporting components, but apart 
from that, the National Army x is responsible for 
conducting War Military Operations and Military 
Operations Other Than War. this is based on National 
Defense Policy 2018. 

The development of the national defense 
posture in dealing with cyber threats must be following 
and in line with the Minister of Defense Regulation No. 
82 of 2014 concerning cyber defense guidelines. 
Based on Figure 2, the agency that is the leading 
sector related to cyber threats is the National Cyber 
Agency. National Cyber Agency will later cooperate 
with the National Police as law enforcers in taking 
further legal action after cyber security. Based on the 
nature of the threat, the National Army x is also 
responsible for anticipating this by creating units such 
as the National Forces Cyber Unit x which was formed 
on October 13, 2017.  

Considering cyber threats that are increasingly 
advanced and threaten national vital objects/critical 
information infrastructure, information security and 
digitization in the field of state defense and the ministry 
of defense. in early 2022, National Forces Cyber Unit 
x collaboration with National Cyber Agency decided to 
form a small unit. This unit prevents and responds to 
information security incidents that are directly related 
to the national defense sector under the National Army 
x and the Ministry of Defense.  
 The use of Cyber Technology must be 
accompanied by the cyber defense as an effort to 
anticipate the threat of digital crime, such as attempts 
to break into the confidentiality of information, damage 
electronic systems, espionage, and hackers on 
National websites have occurred to the deactivation of 
the Instagram account of the Ministry of Tourism as 
well as various other unlawful acts committed by non-
state actors or irresponsible persons. Taking into 
account the above, cyberspace needs to get proper 
protection to avoid the potential that can harm 
individuals, organizations and even the state. National 
Forces Cyber Unit x consists of implementing units 
including deterrence units, recovery units, aid units 
and enforcement units. In the future, there needs to be 
ongoing training related to cyber security and 
passwords. 
 
3. RESULTS AND DISCUSSION 

3.1 Research method  

The research method used is a qualitative 
method with a literature study approach [32]. 
Literature study means using reading material as 
the main object of data [33], this research will 
produce information in the form of notes and 
descriptive data contained in the text that is 
researched exploratively [34]. 

Data collection techniques by utilizing various sources 
of information that can be validated and the reliability 
of the information can be measured (Literature Study). 
A limited search was conducted using the terms 
“Asymmetric Warfare”, “Cyber Security”, “New 

Renewable Energy Industry”, “Cyber Threats”, and 
“Defense System Posture”. Limited searches related 
to themes in English and Indonesian with a range of 
2001 and 2022, The search results used range from 
scientific articles, research reports, reviews, 
anecdotes, proceedings, valid news and opinion 
pieces by the authorities with very good scientific 
backgrounds. 
 
4. CONCLUSIONS 

Based on the results of research and discussion 
that have been stated in the previous chapter, the 
conclusions generated in this study are as follows: 

a. New and renewable energy has experienced 
unprecedented growth in Europe and any part of the 
world but behind its development lies serious threats, 
especially cyber-attacks. The threat of cyber-attacks 
on vital renewable energy objects was first felt by 
renewable energy projects in the United States. The 
company is called sPower. The agency owns power 
plants that utilize solar and wind power experiencing a 
series of broken connections between its main control 
centre and remote power generation sites. 

b. The short and intermittent periods of downtime 
were allegedly caused by a Distributed Denial of 
Service (DDoS) attack. Because of the government's 
role in assisting regulatory and tactical policies such as 
designing security-related laws to help improve 
cybersecurity and further research on risk mitigation 
strategies and policy-focused recommendations are 
needed. The ideal defense posture is needed to deal 
with asymmetrical threats such as cyber-attacks that 
have the potential to harm individuals and the state. 
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